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Abstract
In this paper, a novel dual-image-based reversible data hiding scheme using exploiting
modification direction (EMD) is proposed. This scheme embeds two 5-base secret digits into
each pixel pair of the cover image simultaneously according to the EMD matrix to generate
two stego-pixel pairs. By shifting these stego-pixel pairs to the appropriate locations in some
cases, two meaningful shadows are produced. The secret data can be extracted accurately, and
the cover image can be reconstructed completely in the data extraction and the image
reconstruction procedure, respectively. Experimental results show that our scheme outperforms
the comparative methods in terms of image quality and embedding ratio. Pixel-value differenc-
ing (PVD) histogram analysis reveals that our scheme achieves a higher security. Moreover, a
tampered shadow can effectively be detected through the proposed scheme.
Keywords Reversible data hiding (RDH) . Exploitingmodification direction (EMD) . Dual-
image . Shadow. Image quality . Pixel-value differencing (PVD)
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1 Introduction
When people communicate in public network, the security of the transmitted data is their
major concern. The traditional approaches to protect the important data are data encryption and
data hiding. Data encryption is an effective method to protect confidential data, but the data,
after the encryption process, become meaningless and will attract the attention of illegal users
or hackers to modify or destroy it. Data hiding is an alternative approach which can embed the
secret data into the cover medium with a slight distortion. The embedded medium remains
meaningful after the data hiding process is carried out.
Depending on whether the cover image can be recovered or not, data hiding can be divided
into irreversible data hiding [1, 2, 9, 10, 13, 19, 21, 23, 27, 29] and reversible data hiding
(RDH) [3, 4, 7, 8, 12, 16, 17, 20, 22, 24–26, 28]. Basically, a higher embedding capacity and
better stego-image quality can be achieved by the former. Due to the irreversibility of data
hiding, it cannot be applied in fields such as medical or military those do not allow distortion.
On the contrary, reversible data hiding can be applied to these fields since it can restore the
cover image without errors.
Dual-image-based technology was proposed for attempting to improve the embedding
capacity and stego-image quality for reversible data hiding. It firstly duplicated the cover
image into two copies and got two shadows after the secret messages were embedded. Several
techniques of this approach had been developed in recent years [5, 6, 11, 14, 15, 18]. In 2007,
Chang et al. proposed a reversible data hiding scheme using two shadows [5]. They first
generated a magic matrix according to 2-dimentional EMD method [29]. Then, two 5-base
digits were embedded into a cover pixel pair simultaneously. The original value of cover pixel
pair was altered along the main diagonal direction for embedding the first 5-base digit and was
altered along the second diagonal for embedding the second digit. Finally, two shadows were
produced. The payload with 1 bit per pixel (bpp) is achieved in this method. In 2013, Chang
et al. [6] introduced a dual image reversible data hiding scheme based on a magic matrix. Each
cover pixel was extended to a pixel pair to embed a 9-base digit. Since the maximum
modification magnitude of the cover pixel is 4, the embedded image quality is guaranteed to
be greater than 39 dB while the embedding ratio is about 1.55 bpp. Recently, Lee and Huang
[14] developed a novel reversible data hiding scheme based on secret image sharing in which
they located the two generated shadows on combinations of pixel orientations. Due to the
modification of the cover image pixel was very small, the image qualities of the generated
shadows were greater than 49 dB. Moreover, the embedding ratio was 1.07 bpp for any
shadow after using the enhancement of the 5-base numeral system.
In this paper, a novel dual-image-based RDH method is proposed with the guidance of the
EMD reference matrix. It explores the four corner positions and use them for achieving the
reversibility which the existing methods that has not been done. Comparing to some existing
methods, our method doesn’t need any overhead message. Experimental results reveal that the
proposed scheme maintains better visual quality than some state-of-the-art schemes and Pixel-
value differencing (PVD) histogram analysis reveals that our scheme achieves a higher
security. Moreover, the proposed scheme can provide excellent integrity verification to avoid
the shadows being tampered by the attacker.
The rest of this paper is organized as follows. In Section 2, the related work of the EMD
method is introduced. Section 3 describes the detailed processing steps of the proposed
scheme, followed by the analysis of experimental results in Section 4. Finally, some conclu-
sions are provided in Section 5.
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2 Relate work
Zhang and Wang first introduced the concept of exploiting modification direction (EMD) for
secret data embedding [29]. We focus on the two dimensions of EMD method. Once
generating the reference matrix M, we arbitrarily choose a location excluding the border (the
first row/column and last row/column) in M, the location, which marked as the central point,
and its four directional top, bottom, left and right of the cross pattern contain five digits from 0
to 4. Given an image, we can select a pixel pair as the coordinate of the matrixM to embed a 5-
base digit. The following sections give a brief introduction to the EMD method.
2.1 Construction of the reference matrix M
The reference matrix M of size 256 × 256 should be generated before the data embedding
procedure is processed. The construction rules are as follows. In the same row, the value of each
element goes up/down with a magnitude of1; in the same column, the value of each element goes
up/down with a magnitude of 2. Finally, each element in the reference matrix M is replaced by
itself modulo 5. In other words, the elements inM are ranged from 0 to 4 as shown in Fig. 1.
2.2 Data embedding and data extraction
Given a grayscale cover image I with size R ×C for embedding secret binary stream S according
to reference matrix M. The data embedding phase of the EMD method is described as follows:
Step 1: Convert the secret binary stream S into a sequence of 5-base digits S′ = {s1, s2,⋯,
sn, si = 0, 1, 2, 3 or 4}, where n represents the number of these digits. Step 2: Divide the
cover image I into non-overlapping pixel pairs (pi, pi + 1) in raster-scan order, where i∈{1,
3, …, R ×C-1}.
Step 3: Select one pixel pair (pi, pi + 1) from the image. If the pair (pi, pi + 1) belongs to the
border of the reference matrix M, then find the next pair for data embedding. Otherwise,
(pi, pi + 1)is taken as the coordinate of matrixM to find out its corresponding value and the
result is stored inMc(pi, pi + 1). Find out these four direction valuesMt(pi, pi + 1 + 1),Mb(pi,
pi + 1 − 1), Ml(pi − 1, pi + 1) and Mr(pi + 1, pi + 1) of Mc(pi, pi + 1) for the four directional top,
Fig. 1 The reference matrix of the
EMD method
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bottom, left and right of the cross pattern in the reference matrix of the current pixel pair
(pi, pi + 1). To embed one 5-base digit si(1 ≤ i ≤ n) which is selected from S′ into (pi, pi + 1),
we need to find the Mk(pi′, pi + 1′), k ∈ {c, t, b, l, r} which equals tosi. Then (pi, pi + 1) is
replaced by(pi′, pi + 1′) when the digit si is embedded.
Step 4: Repeat Step 3 until the whole pixel pairs are all processed.
Step 5: Generate the stego-imageI′.
Once the stego-image I′is transmitted to the receiver, he/she first constructs the identical reference
matrixM. The stego-image I′ is divided into non-overlapping stego-pixel pairs (pi′, pi+1′) in raster-scan
order. The value M(pi′, pi+1′) which the pixel pair(pi′, pi+1′) located at M is searched. It is taken to
achieve a 5-base digit. After the whole stego-pixel pairs are processed, the embedded secret stream S′
can be retrieved back exactly. The 5-base secret stream S′ is then translated to binary stream S.
To understand the procedure, let us assume that the cover pixel pair is (3, 4) and the
secret 5-base digit is {0}5. Applying the matrix M shown in Fig. 1, we have the
corresponding value Mc(3, 4) = 1and its four direction values Mt(3, 5) = 3, Mb(3, 3) =
4,Ml(2, 4) = 0 and Mr(4, 4) = 2. As we can see that the value of Ml(2, 4) equals to the
to-be-embedded secret digit {0}5. Thus, the cover pixel pair is modified to (2, 4) when
embedding the secret digit {0}5.
In the data extracting phase, the receiver maps the stego pixel pair (2, 4) to the identical
matrix M. The value of M(2, 4) = 0 reveals that the embedded secret digit is {0}5.
3 The proposed scheme
In this paper, we extend the EMD method by embedding two secret digits into each
cover pixel pair at the same time to generate two stego-images, which are denoted as SH1
and SH2. In order to reversibly recover the cover image, we explore four corner points
into the five cross points to construct a 3 × 3 block (as shown in Fig. 2, we label these
locations so that they can be noticed easily) and shift the pixel pairs of SH1 or/and SH2 in
some cases for the image reconstruction. The proposed scheme consists of two proce-
dures: (1) the shadow construction and (2) the secret data extraction and cover image
reconstruction.
(a) Cross pattern(with five locations: center, top, 
bottom, left and right) and four corner locations
(b) The label for each location. Blue color 
means the clockwise direction, the reverse 
denotes the counterclockwise direction
Fig. 2 The 3 × 3 positional diagram
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3.1 Shadow construction
When two consecutive secret 5-basedigitss1, s2are to be embedded into the pixel pair (x, y)of the
cover image sequentially to generate two shadows SH1 and SH2, we first duplicate two copies of
the original pixel pair (x, y). Let(Mx,My) and(Ax,Ay) denote the major pixel pair and the auxiliary
pixel pair, respectively. Then a major stego-pixel pair (MEx,MEy) is gained after the secret digit s1
is embedded into (Mx,My)by using the EMD method. Similarly, an auxiliary stego-pixel pair
(AEx,AEy) is gained after secret digits2 is embedded into (Ax,Ay) by using the EMDmethod. The
embedding rule is quite simple, which is to satisfyM(MEx,MEy) = s1 andM(AEx,AEy) = s2. The
labels of (MEx,MEy) and (AEx,AEy) in the cross pattern are denoted as lM and lA, respectively.
After two 5-basesecret digits were embedded, there are 5 × 5 orientation combinations
corresponding to the locations of the major and auxiliary stego-pixel pairs locating at the cross
pattern. It is impossible to recover the original pixel pair (x, y) according to the only major/
auxiliary stego-pixel pairs’ orientation relationship. Therefore, we have to additionally utilize
the four corner locations in the 3 × 3 block (as shown in Fig. 2), and shift the location of major/
auxiliary stego-pixel pairs in some cases.
Let (MSx,MSy) and (ASx, ASy) represent the shifted major stego-pixel pairs and the shifted
auxiliary stego-pixel pair, respectively. The labels of (MSx,MSy) and (ASx, ASy)in the 3 × 3
block are denoted as lsM and lsA, respectively. In the shifting process, there are four cases
needed to be considered. Two squared Euclidean distances are needed to clearly explain the
shifting process. The squared Euclidean distance between the major stego-pixel pair and the
auxiliary stego-pixel pair after a secret digit embedded can be computed as follow:
d ¼ MEx−AExð Þ2 þ MEy−AEy
 2
: ð1Þ
In addition, the squared Euclidean distance between the major stego-pixel pair and the
auxiliary stego-pixel pair after shifting can be computed as follow:
d
0 ¼ MSx−ASxð Þ2 þ MSy−ASy
 2
: ð2Þ
Four possible cases for the shifting of the pixel pairs are described in the following.
Case 1, d = 0: In this case, the auxiliary stego-pixel pair remains unchanged, i.e.,ASx = AEx
and ASy = AEy. If the M(MEx,MEy) equals to M(x, y), the major stego-pixel pair remains
unchanged too. Otherwise,(MEx,MEy)will be shifted to the central location of the cross
pattern, i.e.,MSx = x and MSy = y. After shifting, d′ either equals to 1 or 0.
Case 2, d = 1: If the M(MEx,MEy)equals to M(x, y), the major stego-pixel pair remains
unchanged and the auxiliary stego-pixel pair will be shifted to the closest corner location
in the clockwise direction. Otherwise, the major stego-pixel pair will be shifted to the
closest corner locationin the clockwise direction and the auxiliary stego-pixel pair will be
shifted to the diagonal direction of it. After shifting, d′ either equals to 2 or 8.
Case 3, d = 2: In this case, the major stego-pixel pair remains unchanged and the auxiliary
stego-pixel pair will be shifted to the closest corner location and maked′ equals to 5.
Case 4, d = 4: In this case, the major and the auxiliary stego-pixel pairs all remain
unchanged. The squared Euclidean distance d′ still equals to 4.
Table 1 shows the shifting rules in shadow construction which describe how the pixel pairs can
be shifted after two consecutive digits s1, s2 are embedded. According to the rules, the
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modification on original cover pixel value is at most increase or decrease by one, therefore,
good image qualities of the shadows will be achieved.
3.2 Secret data extraction and cover image reconstruction
To extract the secret data and recover the cover image, the two shadows SH1 and SH2 are needed. To
extract the secret data, the major pixel pair (MSx,MSy)and the auxiliary pixel pair (ASx,ASy) are
sequentially retrieved to recover two 5-base digits. The orientation relationship between (MSx,MSy)
and (ASx,ASy) is exploited. Also, the squared Euclidean distance d′ is computed by using Eq. (2).
According to the squared Euclidean distanced′, there are six cases to be considered to
recover two 5-base digits s1, s2.
Case 1, d′=0: The original pixel pair equals to (MSx,MSy), and two secret digits s1, s2 are
set toM(MSx,MSy).
Case 2, d′=1: The original pixel pair equals to(MSx,MSy), and two secret digits s1, s2 are
set toM(ASx, ASy).
Case 3, d′=2: The original pixel pair equals to(MSx,MSy). Secret digit s1is set toM(MSx,MSy),
and secret digit s2is set toM(AEx,AEy), where (AEx,AEy) denotes the closest cross location
where the auxiliary stego-pixel pair shifting back in the counterclockwise direction.
Case 4, d′=4: The original pixel pair equals to ((MSx + ASx)/2, (MSy + ASy)/2). Secret digit
s1is set toM(MSx,MSy) and secret digit s2is set toM(ASx, ASy).
Table 1 Shifting rules in the shadow construction
Major pixel pair Auxiliary pixel pair Pixel pair after shifting
lM (MEx,MEy) lA (AEx, AEy) (MSx,MSy) lsM (ASx, ASy) lsA
0 (x, y) 0 (x, y) (x, y) 0 (x, y) 0
1 (x, y + 1) (x, y) 0 (x + 1, y + 1) 5
2 (x + 1, y) (x, y) 0 (x + 1, y-1) 6
3 (x, y-1) (x, y) 0 (x-1, y-1) 7
4 (x-1, y) (x, y) 0 (x-1, y + 1) 8
1 (x, y + 1) 0 (x, y) (x + 1, y + 1) 5 (x-1, y-1) 7
1 (x, y + 1) (x, y) 0 (x, y + 1) 1
2 (x + 1, y) (x, y + 1) 1 (x + 1, y-1) 6
3 (x, y-1) (x, y + 1) 1 (x, y-1) 3
4 (x-1, y) (x, y + 1) 1 (x-1, y-1) 7
2 (x + 1, y) 0 (x, y) (x + 1, y-1) 6 (x-1, y + 1) 8
1 (x, y + 1) (x + 1, y) 2 (x-1, y + 1) 8
2 (x + 1, y) (x, y) 0 (x + 1, y) 2
3 (x, y-1) (x + 1, y) 2 (x-1, y-1) 7
4 (x-1, y) (x + 1, y) 2 (x-1, y) 4
3 (x, y-1) 0 (x, y) (x-1, y-1) 7 (x + 1, y + 1) 5
1 (x, y + 1) (x, y-1) 3 (x, y + 1) 1
2 (x + 1, y) (x, y-1) 3 (x + 1, y + 1) 5
3 (x, y-1) (x, y) 0 (x, y-1) 3
4 (x-1, y) (x, y-1) 3 (x-1, y + 1) 8
4 (x-1, y) 0 (x, y) (x-1, y + 1) 8 (x + 1, y-1) 6
1 (x, y + 1) (x-1, y) 4 (x + 1, y + 1) 5
2 (x + 1, y) (x-1, y) 4 (x + 1, y) 2
3 (x, y-1) (x-1, y) 4 (x + 1, y-1) 6
4 (x-1, y) (x, y) 0 (x-1, y) 4
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Case 5, d′=5: In this case, secret digit s1is set toM(MSx,MSy), secret digit s2is set toM(AEx,AEy),
where (AEx,AEy) denotes the closest cross location where auxiliary stego-pixel pair shifting
back and the squared Euclidean distance (MSx−AEx)2 + (MSy−AEy)2 equals to 2. Calculate
dx= ∣MSx −ASx∣ and dy= ∣MSy−ASy∣. If dx= 2 and dy= 1, the original pixel pair equals to
((MSx+ASx)/2,MSy); otherwise, the original pixel pair equals to (MSx, (MSy +ASy)/2).
Case 6, d′=8: The original pixel pair equals to((MSx + ASx)/2, (MSy + ASy)/2). Secret digit
s1is set toM(MEx,MEy), where (MEx,MEy) denotes the closest cross location where the
major stego-pixel pair shifting back in the counterclockwise direction. The secret digit s2
is set toM((MSx + ASx)/2, (MSy + ASy)/2).
Table 2 shows the shifting rules in original image reconstruction which explain how the pixel
pairs can be shifted back to the original location of embedding two consecutive digits s1, s2.
According to the original locations, secret digits and the cover pixel pair can be correctly
gained. Moreover, not additional information is required in this phase, and the required
computational cost of the proposed scheme is low.
3.3 Example of the proposed scheme
For a better understanding of the proposed scheme, an example will be demonstrated in this
section. Suppose the cover image is divided into non-overlapping pixel pairs of {(2, 2), (5, 6),
…}, the sequence of 5-base secret messages is {4, 1, 1, 0,…}5.
Table 2 Shifting rules in original image reconstruction
Major pixel pair Auxiliary pixel pair Original pixel pair and the labels before shifting
lsM (MSx,MSy) lsA (ASx, ASy) (MEx,MEy) lM (AEx, AEy) lA
0 (x, y) 0 (x, y) (x, y) 0 (x, y) 0
1 (x, y + 1) (x, y + 1) 1 (x, y + 1) 1
2 (x + 1, y) (x + 1, y) 2 (x + 1, y) 2
3 (x, y-1) (x, y-1) 3 (x, y-1) 3
4 (x-1, y) (x-1, y) 4 (x-1, y) 4
5 (x + 1, y + 1) (x, y) 0 (x, y + 1) 1
6 (x + 1, y-1) (x, y) 0 (x + 1, y) 2
7 (x-1, y-1) (x, y) 0 (x, y-1) 3
8 (x-1, y + 1) (x, y) 0 (x-1, y) 4
1 (x, y + 1) 3 (x, y-1) (x, y + 1) 1 (x, y-1) 3
6 (x + 1, y-1) (x, y + 1) 1 (x + 1, y) 2
7 (x-1, y-1) (x, y + 1) 1 (x-1, y) 4
2 (x + 1, y) 4 (x-1, y) (x + 1, y) 2 (x-1, y) 4
7 (x-1, y-1) (x + 1, y) 2 (x, y-1) 3
8 (x-1, y + 1) (x + 1, y) 2 (x, y + 1) 1
3 (x, y-1) 1 (x, y + 1) (x, y-1) 3 (x, y + 1) 1
5 (x + 1, y + 1) (x, y-1) 3 (x + 1, y) 2
8 (x-1, y + 1) (x, y-1) 3 (x-1, y) 4
4 (x-1, y) 2 (x + 1, y) (x-1, y) 4 (x + 1, y) 2
5 (x + 1, y + 1) (x-1, y) 4 (x, y + 1) 1
6 (x + 1, y-1) (x-1, y) 4 (x, y-1) 3
5 (x + 1, y + 1) 7 (x-1, y-1) (x, y + 1) 1 (x, y) 0
6 (x + 1, y-1) 8 (x-1, y + 1) (x + 1, y) 2 (x, y) 0
7 (x-1, y-1) 5 (x + 1, y + 1) (x, y-1) 3 (x, y) 0
8 (x-1, y + 1) 6 (x + 1, y-1) (x-1, y) 4 (x, y) 0
Multimedia Tools and Applications (2019) 78:25855–25872 25861
In the shadow construction phase, we first embed two digits of 4 and 1 into the pixel pair
(2, 2)at the same time. According to EMD method, the major stego-pixel pair is (MEx,
MEy) = (2, 1), and the auxiliary stego-pixel pair is (AEx, AEy) = (2, 2). The squared Euclidean
distance of these two locations is (2 − 2)2 + (1 − 2)2 = 1, which belongs to Case 2 in
Section 3.1. Since major stego-pixel pair is shifted to the closest corner position by the
clockwise direction that is(MSx,MSy) = (1, 1), the auxiliary stego-pixel pair is shifted to the
diagonal direction of the major one. Finally, it is found that (ASx, ASy) = (3, 3).
When two digits 1 and 0 was embedded into the pixel pair (5, 6), the major stego-pixel pair
(MEx,MEy) = (4, 6), and the auxiliary stego-pixel pair (AEx, AEy) = (5, 5) are generated accord-
ing to the EMD method. The squared Euclidean distance of the two pixel pairs is (5 − 4)2 + (5
− 6)2 = 2, which belongs to Case 3 in Section 3.1. Since the major one remains unchanged, i.e.,
(MSx,MSy) = (MEx,MEy) = (4, 6). The auxiliary one is shifted to the closest corner location,
i.e., (ASx, ASy) = (6, 5) and the squared Euclidean distance of them after shifting equals to 5, as
shown in Fig. 3. Finally, SH1 becomes{(1, 1), (4, 6),…} and SH2 becomes{(3, 3), (6, 5),…}.
In the secret data extraction and original image recovering phase, we first take out one pixel pair
(1, 1) fromSH1 and (3, 3) fromSH2 simultaneously. The squared Euclidean distance of them is (1 −
3)2 + (1− 3)2 = 8, which belongs to Case 6in Section 3.2. Since the original pixel pair (x, y)equals to
((1 + 3)/2, (1 + 3)/2) = (2, 2). According the shifting rules in Table 2, the major stego-pixel pair(1, 1)
is shifted back to the closest cross location by the counterclockwise direction, i.e.,(MEx,MEy) = (2,
1). Meanwhile, secret digits1is set toM(2, 1) = 4, secret digit s2is set toM(x, y) =M(2, 2) = 1.
Continue the example, the pixel pair (4, 6) from SH1 and the pixel pair(6, 5) from SH2 are
extracted. The squared Euclidean distance of them is (4 − 6)2 + (6 − 5)2 = 5, which belongs to
Case 5inSection 3.2.Hence, the secret digit s1is set toM(4, 6) = 1. According the shifting rules
in Table 2, the auxiliary stego-pixel pair(6, 5)is shifted back to the closest cross location(5, 5),
where the squared Euclidean distance satisfies (4 − 5)2 + (6 − 5)2 = 2. Secret digit s2is set
toM(5, 5) = 0. According to the distancesdx = ∣ 4 − 6 ∣ = 2 and dy = ∣ 6 − 5 ∣ = 1, the original
pixel pair can be computed as (x, y) = ((4 + 6)/2, 6) = (5, 6).
At last, the original pixel pairs are {(2, 2), (5, 6), ...} and the sequence of secret digits is {4,
1, 1, 0, ...}5. The original cover image and secret messages can be correctly reconstructed
without any error.
Fig. 3 The diagram of shifting in
shadow construction
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4 Experimental results
In this section, experimental results are shown to illustrate the features of the proposed scheme.
The proposed scheme is implemented by using MATLAB R2012b software running on a
personal computer whose operation system is Windows 10. The CPU of the computer is Intel
Xeon E3–1225 v5, 3.3GHz, and the memory is 8GB. We utilized sixteen commonly grayscale
images with size 512 × 512 for the simulations, as shown in Fig. 4.
In our experiment, the peak signal-to-noise ratio (PSNR) measurement is used for evalu-
ating the image quality which is defined as
PSNR ¼ 10log10
255 255
MSE
 
: ð3Þ
MSE ¼ 1
R C ∑
R
i¼1
∑
C
j¼1
I ij−I ij
0
 2
: ð4Þ
(a) Baboon (b) Barbara (c) Boat (d) Goldhill
(e) Lena (f) Peppers (g) Zelda (h) Fashion
(i) Sail (j) Office (k) Wine (l) Harbour
(m) Coach (n) Couple (o) Elaine (p) Airplane
Fig. 4 The test images of 512 × 512 pixels
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In Eq. (3),MSE represents the mean square error of the difference between the original image I
and the stego-imageI′. In addition, Iij and Iij′ refer to the pixels located at the i-th row and the j-
th column of image I and I′, respectively.
To estimate the performance in terms of embedding capacity (bpp) for a scheme to carry the
secret data, the embedding ratio (ER) is calculated as follows:
ER ¼ B= n R Cð Þ: ð5Þ
Here, B represents the total number of secret bits which are embedded into two shadows. The
parameter n represents the number of shadows. In our proposed scheme, the parameter n
equals to 2.
4.1 Embedding capacity
It is obvious that converting 4-bit binary secret messages to two 5-base digits does not fully
exploit the capacity of 5-base number representation. In our experiment, a sequential 5-base
digits are generated from a binary stream by using the following rules. First, 5-bit binary
stream is extracted and converted to a 10-base value, if the value is ranged from16 to 24, then
these 5-bit message are utilized to generate two 5-base digits. Alternatively, we utilize the first
4 binary digits to gain two 5-base digits. Continue the conversion until the whole binary stream
is processed.
Table 3 lists the comparative results of the embedding ratios of the proposed scheme with
some related works, i.e., Chang et al.’s scheme [5], Lee and Huang’s scheme [14], Huynh
et al.’s scheme [11] and Liu et al.’s scheme [18]. The results show that the average embedding
ratio of the proposed scheme is 1.07 bpp which is equals to the scheme in [14]. The best
embedding ratio of 1.97 bpp is achieved by the method in [11]. Average embedding ratios of
these schemes in [5, 18] are 1.05 bpp and 0.99 bpp, respectively.
Nearly all the test images, except the image Fashion, can achieve the maximum ER of 1.07
bpp since almost the whole pixel pairs can be utilized for data embedding in our method. The
Table 3 Results of the comparative methods in terms of embeddding ratios
Images Chang et al. [5] Lee et al. [14] Huynhet al [11]. Liu et al. [18] Proposed scheme
Baboon 1.05 1.07 2 1 1.07
Barbara 1.05 1.07 2 1 1.07
Boat 1.05 1.07 2 1 1.07
Goldhill 1.05 1.07 2 1 1.07
Lena 1.05 1.07 2 1 1.07
Pepper 1.05 1.07 1.97 1 1.07
Zelda 1.05 1.07 2 1 1.07
Fashion 1 1.05 1.68 0.95 1.05
Sail 1.05 1.07 1.99 0.97 1.07
Office 1.05 1.07 1.99 1 1.07
Wine 1.05 1.07 1.97 1 1.07
Harbour 1.04 1.07 1.94 0.99 1.07
Coach 1.05 1.07 1.98 1 1.07
Couple 1.05 1.07 1.98 0.99 1.07
Elaine 1.05 1.07 2 0.99 1.07
Airplane 1.05 1.07 2 1 1.07
Average 1.05 1.07 1.97 0.99 1.07
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number of pixel pair located in the border in image Fashion is 2484, this will reduce the
capacity to 1.05 bpp. Identical conclusion can be found in [5, 14].
4.2 Enhance the security of the proposed scheme
In order to enhance the security, we generate a random binary bit string which is denoted
asK = {k1k2...kn, ki = {0, 1}, i ∈ [1, n]}. The random bit in private key K is utilized to determine
which pixel pair to play what kind of role, i.e., which one is the major and which is the
auxiliary. In this paper, we set up that ki = 1 indicates the i-th pixel pair of first shadow which is
considered to be the major pixel pair and the same sequential pixel pair of second shadow is
served as auxiliary. The setting is exactly the opposite to the situation of ki = 0. Table 4 and
Fig. 5 show the image qualities of two shadows with or without using the security enhance-
ment by using the proposed scheme.
According to results in Table 4 and Fig. 5, without security enhancement, the average
quality of SH1 is about 52.40 dB while SH2 maintains 49.25 dB. However, after the
enhancement, the quality of the two shadows becomes more balanced. The average image
quality 50.55 dB of each shadow is obtained. Thus, not only the security of our proposed
scheme is enhanced by the bit stream K, but also the good image qualities of the two generated
shadows can be achieved.
4.3 Image quality of two shadows
Table 5 lists the image qualities of shadows constructed by four comparative methods
which are mentioned in Section 4.1 with the maximum ER. Among these methods, Lee
et al. [14] provides security enhancement while the others do not. Compared with the
performances of [5, 18], the proposed scheme is not only superior in ER but also in
image qualities of two shadows. To be more detailed, the proposed scheme outperforms
Table 4 The image qualities of two shadows with or without security enhancement of the proposed scheme with
the maximum ER
Images Without security enhancement With security enhancement
SH1 SH2 SH1 SH2
Baboon 52.41 49.24 50.54 50.53
Barbara 52.40 49.25 50.54 50.55
Boat 52.39 49.24 50.54 50.54
Goldhill 52.39 49.24 50.53 50.55
Lena 52.39 49.24 50.54 50.54
Peppers 52.40 49.24 50.54 50.54
Zelda 52.41 49.25 50.54 50.54
Fashion 52.49 49.33 50.63 50.63
Sail 52.42 49.26 50.56 50.56
Office 52.39 49.24 50.54 50.54
Wine 52.40 49.24 50.54 50.54
Harbour 52.41 49.24 50.53 50.53
Coach 52.40 49.25 50.54 50.55
Couple 52.40 49.25 50.54 50.55
Elaine 52.40 49.24 50.54 50.54
Airplane 52.40 49.24 50.54 50.54
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the schemes in [5, 14] in terms of the image quality with an average improvement of
7.06 dB of SH1, 4.11 dB of SH2 and 0.64 dB of SH1, 3.54 dB of SH2, respectively.
Though the ER of the scheme [11] is the highest, it addresses a lowest PSNR of
36.20 dB in average of each shadow. The proposed scheme implements the same ER
as the method in [14], but our scheme achieves a higher PSNR in two shadows.
Table 6 shows the average PSNR of the sixteen test images for each shadow constructed by
the comparative methods with ER of 5000, 10,000 and 20,000 bits. It can be seen from the
Fig. 5 The average PSNR of SH1 and SH2 of the proposed scheme methods
Table 5 Comparative image qualities of the shadows of different previous schemes with the maximum ER
Images Chang et al. [5] Lee et al. [14] Huynhet al [11]. Liu et al. [18]
SH1 SH2 SH1 SH2 SH1 SH2 SH1 SH2
Baboon 45.12 45.13 49.38 49.38 36.14 36.12 51.78 45.68
Barbara 45.12 45.11 49.38 49.38 36.12 36.13 51.71 45.70
Boat 45.11 45.11 49.38 49.38 36.12 36.13 51.67 45.74
Goldhill 45.13 45.13 49.38 49.38 36.11 36.12 51.71 45.70
Lena 45.11 45.12 49.37 49.38 36.12 36.13 51.69 45.70
Peppers 45.13 45.13 49.38 49.38 36.18 36.20 51.74 45.69
Zelda 45.11 45.12 49.38 49.38 36.13 36.14 51.71 45.69
Fashion 45.33 45.34 49.24 49.23 36.90 36.89 51.95 45.91
Sail 45.15 45.14 49.36 49.35 36.15 36.17 52.02 45.59
Office 45.12 45.12 49.38 49.38 36.07 36.10 51.75 45.69
Wine 45.12 45.14 49.38 49.38 36.15 36.18 51.67 45.72
Harbour 45.15 45.15 49.38 49.38 36.27 36.25 51.75 45.71
Coach 45.12 45.14 49.38 49.38 36.13 36.16 51.71 45.73
Couple 45.13 45.12 49.37 49.37 36.17 36.17 51.75 45.67
Elaine 45.12 45.12 49.38 49.38 36.12 36.13 51.84 45.66
Airplane 45.11 45.13 49.38 49.38 36.11 36.13 51.63 45.74
Average 45.14 45.14 49.37 49.37 36.19 36.20 51.76 45.71
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results that the proposed scheme achieves better PSNR than other methods in each shadow
except the method in [14]. Since [14] employed security enhancement, the quality of the two
shadows become more balance.
Table 6 Comparative PSNR of each shadow of different schemes with the different ER
Methods 5000 bits 10,000 bits 20,000 bits
SH1 SH2 SH1 SH2 SH1 SH2
Chang et al. [5] 65.63 65.6 62.55 62.54 59.56 59.55
Lee et al. [14] 69.72 69.67 66.72 66.69 63.71 63.7
Huynh et al. [11] 59.35 59.31 56.33 56.36 53.34 53.31
Liu et al. [18] 71.9 65.96 68.93 62.91 65.93 59.87
Proposed Scheme 72.73 69.59 69.81 66.6 66.68 63.52
(a) Real shadow SH1 (b) ShadowSH2tampered by 
image “Cameraman”
(c) Authentication result
(d) Real shadow SH1 (e) ShadowSH2tampered by 
image “Cameraman”
(f) Authentication result
(g) Real shadow SH1 (h) ShadowSH2tampered by 
image “Cameraman”
(i) Authentication result
Fig. 6 The authentication results
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4.4 Integrity verification
Integrity verification is another criterion in the field of secret-sharing. Suppose that SH1 is real
and SH2 is tampered. According to the proposed scheme, the maximum absolute value of the
squared Euclidean distance of each pixel in identical location of SH1 and SH2 is 2, therefore,
we can utilize SH1 to find out whether the pixels in SH2 is valid or not. Using image Boat as an
example, Fig. 5a is the real shadow SH1, the left part of SH2 is tampered by an image
BCameraman^, and the modified result is shown in Fig. 6b. The authentication result for the
tampered shadow SH2 is demonstrated in Fig. 6c. Each black pixel in the tampered region
represents that it was detected as a tampered pixel. Figure 6d–i show the integrity verification
of Zelda and Elaine for the proposed scheme.
To evaluate the performance of the integrity verification, the detection rate (DR) can be
computed as follow:
DR ¼ TPD=TNTP: ð6Þ
Here, TNTP and TPD are the total number of the tampered pixels and the number of the
tampered pixels which are detected, respectively.
Figure 7 depicts the DR values for different tampered shadows. Average detection rate of
0.97 is obtained by using the proposed scheme. All the detection rates are greater than 0.93
which represent that our proposed scheme has excellent authentication ability.
4.5 PVD histogram analysis
Security is always the most concern in RDH methods. Pixel-value differencing (PVD)
histogram analysis is an effective way to measure the security of an RDH method. It examines
the shape of the histogram which is constructed by the different value of two consecutive
pixels in the cover image and the shadow. The more similar the two histograms are, the higher
the security is. Figure 8 shows the PVD histograms of four cover images and their shadows. It
is obvious that the proposed scheme has good performance on resisting the PVD attacks.
Fig. 7 Results of the detection rates for different tampered shadows (Min and Max denote the minimum and
maximum value of the DR results, respectively)
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5 Conclusions
The proposed scheme proposes a novel dual-image-based RDH method based on EMD
matrix. It explores four corner points in a 3 × 3 block and shifts the two stego-pixel pairs to
these corners in the specific cases. The reversibility can be achieved according to their location
combination without any overhead information. The shifting process only alters the original
value of the stego-pixel pair by 1 or − 1, so the generated shadows can achieve high image
quality. Experimental results indicate that a goodsecurity can be achieved in our proposed
scheme. The more efficient methods with higher ER require further research.
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